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1. Overview

DexSnake respects user privacy. This Privacy Policy describes how personal data may be processed in

connection with the platform in accordance with the EU General Data Protection Regulation (GDPR) and

applicable Finnish data-protection law.

2. Data Controller

For the purposes described in this Policy, the platform is DexSnake. Founder: Shadmehr Daniyali. Privacy

contact: maildexsnake@gmail.com.

3. Information We May Process

Depending on the functionality used, information may include contact information voluntarily supplied by users,

public wallet addresses, transaction identifiers, blockchain interaction data, support communications,

browser/device information, IP address, security logs and analytics information.

4. Blockchain Information

Public blockchain data may be globally visible and effectively permanent. DexSnake may read or display public

wallet and transaction information but generally cannot modify or erase records written to decentralized

blockchains.

5. Purposes and Legal Bases

Data may be processed to provide requested functionality, respond to support requests, secure and improve the

platform, prevent abuse, comply with legal obligations and, where required, operate optional analytics based on

valid consent.

6. Private Keys

DexSnake does not require private keys or seed phrases for ordinary use or support. Users should never send

wallet recovery credentials through email, Telegram, forms or other communication channels.

7. Service Providers

DexSnake may use providers for hosting, security, communications, analytics, blockchain infrastructure or

technical operations. Where applicable, processing must comply with GDPR requirements.

8. International Transfers

Where personal data is transferred outside the European Economic Area, an appropriate GDPR transfer

mechanism must be used where required.

9. Data Retention



Personal data controlled by DexSnake should be retained only for as long as necessary for the relevant purpose

or applicable legal requirement. Public blockchain records may remain available independently of DexSnake.

10. Security

DexSnake should use reasonable technical and organisational safeguards appropriate to the risks of

processing. No online service can guarantee absolute security.

11. Your Rights

Subject to applicable GDPR conditions and exceptions, individuals may have rights of access, rectification,

erasure, restriction, objection, portability and withdrawal of consent.

12. Complaints

Individuals may lodge a complaint with a competent data-protection supervisory authority. In Finland,

data-protection supervision is carried out through the national Data Protection Ombudsman framework.

13. Cookies

Cookies and similar terminal-device technologies are addressed in the separate DexSnake Cookie Policy.

14. Changes

This Privacy Policy may be updated when DexSnake services, technology or legal requirements change.

15. Contact

Privacy questions or requests may be sent to maildexsnake@gmail.com.

This policy is intended to reflect generally applicable Finnish and European Union requirements relevant to the DexSnake

platform. The application of specific financial, crypto-asset, consumer, privacy or other regulatory requirements depends on the

services actually provided.


